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The Pocket Guide to the Electronic Frontier • 2


Politics, Peculiarities , and Electronic Culture
A new world is arising in the vast web of digital, electronic media which connect us.  Computer-based communication media like electronic mail and computer conferencing are becoming the basis of new forms of community.  These communities without a single, fixed geographical location comprise the first settlements on an electronic frontier.

While well-established legal principles and cultural norms give structure and coherence to uses of conventional media like newspapers, books, and telephones, the new digital media do not so easily fit into existing frameworks.  Conflicts come about as the law struggles to define its application in a context where fundamental notions of speech, property, and place take profoundly new forms. People sense both the promise and the threat inherent in new computer and communications technologies, even as they struggle to master or simply cope with them in the workplace and the home.


- EFFector, Issue 1
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INTRODUCTION: Welcome to the Electronic Frontier TC  "INTRODUCTION: Welcome to the Electronic Frontier" \l 1 
Human beings, social animals that we are, like to hang out – we like to gossip, talk about the weather, go to movies together, and just sit and talk about our lives. We need to spend time with others, to interact and communicate, and to feel like we are part of something larger then ourselves.

Prior to the technological revolutions of the 20th century, most people’s contact with others was face-to-face. There was no “instant” communication until the telegraph came into general use in the second half of the 19th century, and even that required the coding and decoding of messages in Morse code. Telephone and radio changed that – now, we can pick up the phone and have a kind of relationship which someone far away which any other culture would consider magical, and very powerful.

Mass media and electronic communication have brought many people together. Through television and radio, we can glimpse into the lives of people we have never meet, and witness events in far-off places we will never visit.

Electronic mail and large-scale computer internetworking are yet more changes to how we communicate. Growing out of the American defense establishment’s internetwork ARPANET, the Internet has become the largest computer network in history, second in size only to the world-wide network of telephone lines. The Internet allows users to communicate and transfer information at very high speeds, and at relatively low cost.

Increased access to the Internet and computer bulletin boards has created virtual communities – groups of people coming together in the shared space of a computer-created environment to interact. In a virtual community, just like in our physical communities, people with different and sometimes conflicting interests come together. People create there own special interest groups within their virtual communities.

The rate of technological change we have experienced in the 20th century is unprecedented in human history. The futurists of the 1960s told us that the world would become easier and more leisurely. It seemed simpler – and what we have now obviously isn’t. All we know for sure, now, is that change is inevitable. It may be sudden, or it may grind slowly. But it’s here. And there is every reason to believe that we are headed toward a world where many of us in the North interact with each other in a very different way then we do now, a world which we may not recognize. Our struggle is to find humanity in the face of such change. 

In creating our new virtual communities, we need to remember our real-life communities. It is too easy to continue to let mass media created far away from us define who we are, and who we’re not. One of the promises of new technological forms, including large-scale internetworking and interactive media, is that we can create and distribute our own ideas and perspectives.

Dealing with new technology, we stand on the electronic frontier –  the edge of our culture, our laws, and our society. It is uncharted territory which we have somehow created, but have to explore anyway. Maybe we’re lucky that we got here first, and have the chance to experience it before it is settled. As we cope with new challenges – from legal questions around intellectual property on the Net, or just where to get a good SLIP connection – we are all “civilizers of the electronic frontier.” A new world whirls around us, a world which challenges what it means to be human and alive. Welcome to the electronic frontier.

What follows in this part of the Pocket Guide to the Electronic Froniter is a smorgasbord; a selection of some of the odd things which are happening and what people are doing about them.

MULTI-USER SIMULATIONS: Virtual Worlds & the Joy of TinySex TC  "MULTI-USER SIMULATIONS: Virtual Worlds & the Joy of TinySex" \l 1 
If you haven’t logged into a MUD, it’s hard to describe, but I’ll try. Imagine playing Dungeons & Dragons, or some other role playing game. Now, imagine an interface  like Zork or Adventure or one of those other text-based games from the 80s. Now, throw in the Hitchhiker’s Guide to the Galaxy, or a serious novel that took your imagination away in college, maybe the Lord of the Rings or Ann McCaffrey's popular works about dragon riders and wizards. Take all this, and maybe more then a dash of sex, throw it together, and you have a MUD - short for multi-user dimension. 

In 1980, Roy Traubshaw, a British fan of the fantasy role-playing board game Dungeons & Dragons, wrote an electronic version of that game during his final undergraduate year at Essex College. The following year, his classmate Richard Bartle took over the game, expanding the number of potential players and their options for action. He called the game MUD (for Multi-User Dungeons), and put it onto the Internet.

Since the original MUD was created, about 250 similar games have cropped up around the world. There may be as many as 300 undocumented MUDs flourishing as well. 

One of the great attractions of MUD worlds is the power one can have, and the anonymity which gives social interactions a relaxed feel. Of course, deception abounds - questions about what a MUDer does IRL (in real life) can be answered with anything the player wants, true of false. Morfing is common - pretending to be a female when, in fact, you’re not. The term comes from America Online, where the quarry MorF (male or female?) had become common place. In the furry MUDs, morfing is horribly common - more then half the characters are women, yet everyone knows that most are men.

This makes virtual sex (called netsex or tinysex) more then odd –  the beautiful fox-woman with long hair who’s flirting with you is most likely an overweight male engineering student from Chicago. Nonetheless, tinysex happens all the time, as strangers meet in the virtual environment and do what comes (un?)naturally. Of course, the action is typed, and this leads to some, ahh, problems around how fast you can type, and so on. 

MUDs can be horribly addictive –  the combination of social interaction and an almost magical ability to manipulate an interesting environment can be extremely seductive to many users. Beware! They’ve been banned in Australia!

LAW AND FREEDOM IN CYBERSPACE TC  "LAW AND FREEDOM IN CYBERSPACE" \l 1 
Only in a police state is the job of a policeman easy.

  
- Orson Welles

With new technologies come new challenges, not the least of which is applying established legal principles to what are essentially brand new ways of interacting. The process of technological change is very fast; too fast, it seems, for the our legal institutions to keep up with. The following sections deal with a few of these legal issues.

The Dreaded Clipper Chip TC  "The Dreaded Clipper Chip" \l 1 
This info was adapted from Time Magazine and the Electronic Frontier Foundation:

The Clipper Chip is a semiconductor device developed by the American National Security Agency (NSA) which uses sophisticated coding to scramble electronic communications transmitted through the phone system. The NSA, FBI, and CIA would like this chip installed in every telephone, computer modem and fax machine used in the United States. The chip combines encryption with a “back door” –  which would give the ability for law-enforcement authorities to decrypt whatever is being sent. 

WIRED Magazine has come up with this log to protest the Clipper and


other government control of new media.

A “secure” phone equipped with the chip could, with proper authorization, be tapped by the government. Law-enforcement agencies have said they need this capability to keep tabs on criminals, terrorists and spies. Critics have denounced the Clipper as a Big Brotherly tool that will strip people of their privacy.

The battle lines were first drawn in April 1993, when the Clinton Administration unveiled the Clipper plan and invited public comment. For nine months opponents protested against the scheme’s flaws: criminals wouldn't use phones equipped with the government's chip; foreign customers wouldn't buy communications gear for which the United States held the keys; the system for giving investigators access to the back-door master codes was open to abuse; there was no guarantee that some clever hacker wouldn't steal or find a way around the keys. But in the end the Clinton Administration ignored the advice. In February of this year, after computer-industry leaders had made it clear that they wanted to adopt their own encryption standard, the Administration announced that it was putting the NSA plan into effect. Government agencies will phase in use of Clipper technology for all unclassified communications. Commercial use of the chip will be voluntary –  for now.

It was tantamount to a declaration of war, not just to a small group of crypto-activists but to all citizens who value their privacy, as well as to telecommunications firms that sell their products abroad. Foreign customers won't want equipment that US spies can tap into, particularly since

powerful, uncompromised encryption is available overseas. A petition circulated on the Internet electronic network by Computer Professionals for Social Responsibility gathered 45,000 signatures, and some activists are planning to boycott companies that use the chips and thus, in effect, hand over their encryption keys to the government. 

Stay tuned…

Government to tax modems and regulate BBS…? TC  "Government to tax modems and regulate BBS…?" \l 1 
I suppose because of a certain level of ignorance among politicians and bureaucrats concerning new technology, there is a certain level of paranoia around possible govenerment regulation of things like bulliten boards and the Internet.

For example, a few months ago a post appeared on Usenet and OneNet from an anonymous warez-kid declaring that the Canadian telecommunications and broadcasting regulator, the CRTC, was about to start regulating BBSes. This prompted much discussion on OneNet and many FirstClass boards. After checking, however, it was discovered that the CRTC has no plans to regulate BBSes in the near future. 

Similarly, there are occaisional posts informing us that the American telecom regulator, the FCC, is about to impose a modem tax in the United States. Sure, in 1987 the Federal Communications Commission considered removing a tax break it had granted CompuServe and other large commercial computer networks for use of the national phone system.  However, the FCC quickly reconsidered after alarmed users of bulletin-board systems bombarded it with complaints about this “modem tax.” 

The way you can tell if you’re dealing with a hoax story is simple: it never mentions a specific CRTC or FCC document number, or closing date for comments. Both regulators will always have some sort of public notice prior to putting into place any far-reaching policy. When in doubt, check with the regulator involved to see if the story is true and accurate.

Public Key Encryption TC  "Public Key Encryption" \l 1 
I was going to write something on my own about public key encryption and Net privacy, but Phil Zimmerman has done a much better job then I will ever do in this documentation for PGP, his public key encryption program. If you don’t yet have a copy of PGP, or similar programs like RIPEM, get it. It’s available at many Internet sites around the world – just do an Archie search. PGP is an attempt to give normal netsurfers like you and I access to a very secure encryption technology. I’ll let Phil tell you more:

Why Do You Need PGP?

It's personal. It's private. And it's no one's business but yours. You may be planning a political campaign, discussing your taxes, or having an illicit affair. Or you may be doing something that you feel shouldn't be illegal, but is. Whatever it is, you don't want your private electronic mail (E-mail) or confidential documents read by anyone else. There's nothing wrong with asserting your privacy.  Privacy is as apple-pie as the Constitution. 

Perhaps you think your E-mail is legitimate enough that encryption is unwarranted. If you really are a law-abiding citizen with nothing to hide, then why don't you always send your paper mail on postcards?  Why not submit to drug testing on demand? Why require a warrant for police searches of your house? Are you trying to hide something?  You must be a subversive or a drug dealer if you hide your mail inside envelopes. Or maybe a paranoid nut. Do law-abiding citizens have any need to encrypt their E-mail?  What if everyone believed that law-abiding citizens should use postcards for their mail? If some brave soul tried to assert his privacy by using an envelope for his mail, it would draw suspicion.  Perhaps the authorities would open his mail to see what he's hiding.  Fortunately, we don't live in that kind of world, because everyone protects most of their mail with envelopes. So no one draws suspicion by asserting their privacy with an envelope. There's safety in numbers. Analogously, it would be nice if everyone routinely used encryption for all their E-mail, innocent or not, so that no one drew suspicion by asserting their E-mail privacy with encryption. Think of it as a form of solidarity.  Today, if the Government wants to violate the privacy of ordinary citizens, it has to expend a certain amount of expense and labor to intercept and steam open and read paper mail, and listen to and possibly transcribe spoken telephone conversation. This kind of labor-intensive monitoring is not practical on a large scale. This is only done in important cases when it seems worthwhile.

More and more of our private communications are being routed through electronic channels. Electronic mail is gradually replacing conventional paper mail. E-mail messages are just too easy to intercept and scan for interesting keywords. This can be done easily, routinely, automatically, and undetectably on a grand scale.  International cablegrams are already scanned this way on a large scale by the NSA.

We are moving toward a future when the nation will be crisscrossed with high capacity fiber optic data networks linking together all our increasingly ubiquitous personal computers. E-mail will be the norm for everyone, not the novelty it is today. The Government will protect our E-mail with Government-designed encryption protocols.  Probably most people will trust that. But perhaps some people will prefer their own protective measures.  Senate Bill 266, a 1991 omnibus anti-crime bill, had an unsettling measure buried in it. If this non-binding resolution had become real law, it would have forced manufacturers of secure communications equipment to insert special "trap doors" in their products, so that the Government can read anyone's encrypted messages. It reads: “It is the sense of Congress that providers of electronic communications services and manufacturers of electronic communications service equipment shall insure that communications systems permit the Government to obtain the plain text contents of voice, data, and other communications when appropriately authorized by law.” This measure was defeated after rigorous protest from civil libertarians and industry groups. 

In 1992, the FBI Digital Telephony wiretap proposal was introduced to Congress. It would require all manufacturers of communications equipment to build in special remote wiretap ports that would enable the FBI to remotely wiretap all forms of electronic communication from FBI offices. Although it never attracted any sponsors in Congress because of citizen opposition, it will be reintroduced in 1993. 

Most alarming of all is the White House's bold new encryption policy initiative, under development at NSA for four years, and unveiled April 16th, 1993. The centerpiece of this initiative is a Government-built encryption device, called the “Clipper” chip, containing a new classified NSA encryption algorithm. The Government is encouraging private industry to design it into all their secure communication products, like secure phones, secure FAX, etc. AT&T is now putting the Clipper into all their secure voice products. The catch: At the time of manufacture, each Clipper chip will be loaded with its own unique key, and the Government gets to keep a copy, placed in escrow. Not to worry, though – the Government promises that they will use these keys to read your traffic only when duly authorized by law. Of course, to make Clipper completely effective, the next logical step would be to outlaw other forms of cryptography.  If privacy is outlawed, only outlaws will have privacy. Intelligence agencies have access to good cryptographic technology. So do the big arms and drug traffickers. So do defense contractors, oil companies, and other corporate giants. But ordinary people and grassroots political organizations mostly have not had access to affordable "military grade" public-key cryptographic technology. Until now.  PGP empowers people to take their privacy into their own hands.  There's a growing social need for it. That's why I wrote it.  

(...)

When examining a cryptographic software package, the question always remains, why should you trust this product? Even if you examined the source code yourself, not everyone has the cryptographic experience to judge the security. Even if you are an experienced cryptographer, subtle weaknesses in the algorithms could still elude you.

When I was in college in the early seventies, I devised what I believed was a brilliant encryption scheme. A simple pseudorandom number stream was added to the plaintext stream to create ciphertext. This would seemingly thwart any frequency analysis of the ciphertext, and would be uncrackable even to the most resourceful Government intelligence agencies. I felt so smug about my achievement. So cock-sure. 

Years later, I discovered this same scheme in several introductory cryptography texts and tutorial papers. How nice. Other cryptographers had thought of the same scheme. Unfortunately, the scheme was presented as a simple homework assignment on how to use elementary cryptanalytic techniques to trivially crack it. So much for my brilliant scheme.  From this humbling experience I learned how easy it is to fall into a false sense of security when devising an encryption algorithm. Most people don't realize how fiendishly difficult it is to devise an encryption algorithm that can withstand a prolonged and determined attack by a resourceful opponent. Many mainstream software engineers have developed equally naive encryption schemes (often even the very same encryption scheme), and some of them have been incorporated into commercial encryption software packages and sold for good money to thousands of unsuspecting users.

This is like selling automotive seat belts that look good and feel good, but snap open in even the slowest crash test. Depending on them may be worse than not wearing seat belts at all. No one suspects they are bad until a real crash. Depending on weak cryptographic software may cause you to unknowingly place sensitive information at risk. You might not otherwise have done so if you had no cryptographic software at all. Perhaps you may never even discover your data has been compromised.  Sometimes commercial packages use the Federal Data Encryption Standard (DES), a good conventional algorithm recommended by the Government for commercial use (but not for classified information, oddly enough–  hmmm). There are several "modes of operation" the  DES can use, some of them better than others. The Government specifically recommends not using the weakest simplest mode for messages, the Electronic Codebook (ECB) mode. But they do recommend the stronger and more complex Cipher Feedback (CFB) or Cipher Block Chaining (CBC) modes. 

Unfortunately, most of the commercial encryption packages I've looked at use ECB mode. When I've talked to the authors of a number of these implementations, they say they've never heard of CBC or CFB modes, and didn't know anything about the weaknesses of ECB mode.  The very fact that they haven't even learned enough cryptography to know these elementary concepts is not reassuring. These same software packages often include a second faster encryption algorithm that can be used instead of the slower DES. The author of the package often thinks his proprietary faster algorithm is as secure as the DES, but after questioning him I usually discover that it's just a variation of my own brilliant scheme from college days. Or maybe he won't even reveal how his proprietary encryption scheme works, but assures me it's a brilliant scheme and I should trust it. I'm sure he believes that his algorithm is brilliant, but how can I know that without seeing it? 

In all fairness I must point out that in most cases these products do not come from companies that specialize in cryptographic technology.  There is a company called AccessData (87 East 600 South, Orem, Utah 84058, phone 1-800-658-5199) that sells a package for $185 that cracks the built-in encryption schemes used by WordPerfect, Lotus 1-2-3, MS Excel, Symphony, Quattro Pro, Paradox, and MS Word 2.0. It doesn't simply guess passwords – it does real cryptanalysis. Some people buy it when they forget their password for their own files.  Law enforcement agencies buy it too, so they can read files they seize. I talked to Eric Thompson, the author, and he said his program only takes a split second to crack them, but he put in some delay loops to slow it down so it doesn't look so easy to the customer. He also told me that the password encryption feature of PKZIP files can often be easily broken, and that his law enforcement customers already have that service regularly provided to them from another vendor.

In some ways, cryptography is like pharmaceuticals. Its integrity may be absolutely crucial. Bad penicillin looks the same as good penicillin. You can tell if your spreadsheet software is wrong, but how do you tell if your cryptography package is weak? The ciphertext produced by a weak encryption algorithm looks as good as ciphertext produced by a strong encryption algorithm. There's a lot of snake oil out there. A lot of quack cures. Unlike the patent medicine hucksters of old, these software implementors usually don't even know their stuff is snake oil. They may be good software engineers, but  they usually haven't even read any of the academic literature in cryptography. But they think they can write good cryptographic software. And why not? After all, it seems intuitively easy to do so. And their software seems to work okay.  

Anyone who thinks they have devised an unbreakable encryption scheme either is an incredibly rare genius or is naive and inexperienced.  I remember a conversation with Brian Snow, a highly placed senior cryptographer with the NSA. He said he would never trust an encryption algorithm designed by someone who had not “earned their bones” by first spending a lot of time cracking codes. That did make a lot of sense. I observed that practically no one in the commercial world of cryptography qualified under this criterion. “Yes”, he said with a self assured smile, “And that makes our job at NSA so much easier.” A chilling thought. I didn't qualify either.  The Government has peddled snake oil too. After World War II, the US sold German Enigma ciphering machines to third world governments. But they didn't tell them that the Allies cracked the Enigma code during the war, a fact that remained classified for many years. Even today many Unix systems worldwide use the Enigma cipher for file encryption, in part because the Government has created legal obstacles against using better algorithms. They even tried to prevent the initial publication of the RSA algorithm in 1977. And they have squashed essentially all commercial efforts to develop effective secure telephones for the general public.

The principle job of the US Government's National Security Agency is to gather intelligence, principally by covertly tapping into people's private communications (see James Bamford's book, The Puzzle Palace). The NSA has amassed considerable skill and resources for cracking codes. When people can't get good cryptography to protect themselves, it makes NSA's job much easier. NSA also has the responsibility of approving and recommending encryption algorithms.  Some critics charge that this is a conflict of interest, like putting the fox in charge of guarding the hen house. NSA has been pushing a conventional encryption algorithm that they designed, and they won't tell anybody how it works because that's classified. They want others to trust it and use it. But any cryptographer can tell you that a well-designed encryption algorithm does not have to be classified to remain secure. Only the keys should need protection.  How does anyone else really know if NSA's classified algorithm is secure? It's not that hard for NSA to design an encryption algorithm that only they can crack, if no one else can review the algorithm.  Are they deliberately selling snake oil?

I'm not as certain about the security of PGP as I once was about my brilliant encryption software from college. If I were, that would be a bad sign. But I'm pretty sure that PGP does not contain any glaring weaknesses. The crypto algorithms were developed by people at high levels of civilian cryptographic academia, and have been individually subject to extensive peer review. Source code is available to facilitate peer review of PGP and to help dispel the fears of some users. It's reasonably well researched, and has been years in the making. And I don't work for the NSA. I hope it doesn't require too large a “leap of faith” to trust the security of PGP.  

The Computer Underground TC  "The Computer Underground" \l 1 
We’re the future,

Your future…


- Sex Pistols, “God Save the Queen”

It was an odd feeling. I sat in front of my computer, wondering, Am I breaking the law? 

No, I though, how could I be? All I was doing was logging onto a BBS…

After days of trying, I had access to Finitopia, an odd board located (geographically at least) in or around Sacramento, California. Legally, though, I wasn’t sure where Finitopia was - the material on the board covered a lot of topics: witchcraft, telephone switching networks, picking locks… a strange and heady mix of seemingly forbidden information. And it had taken me only two weeks to find.

It hadn’t been easy, though. Thinking back on it, I wonder now why I spent the time to find what was to be my first “underground board.”  Maybe it was reading Bruce Sterling’s book, The Hacker Crackdown, I was just curious. Or maybe, in the back of my head since seeing War Games in high school, I had wanted to get a direct connection to the scene.

Private Idaho had been my first stop. For all it’s nasty rep, Idaho is one of the most hyped boards in North America, the darling of Mondo 2000. And as a Mac-based BBS, PI had odd software which I could use to impress my friends, stuff I wouldn’t find anywhere else. But connections to the underground? Not really. No list of p/h (short for phreaker/hacker) boards. The intro screen said it all - “if you find anything illegal on here, let us know.”

But I did find something of interest among the files online –  a document by something called the LOL - the Legion of Lucifer – called “Beyond Good and Evil.” Hmmm. Wasn’t that one of those hacker groups that Sterling listed? Long gone now, but… 

The file itself was innocuous enough, a diatribe about access to technology. It was self indulgent, and little else. But at the end of the doc was a list of board numbers, for places like Coastal Information Technologies and The Hellpit. One by one, I tried the numbers… and got number disconnected, no carrier, call after call. Until I found Finitopia.

Once you get into an underground board, the info about other boards flows like water, but it does take time. Some p/h boards are netted together, but the vast majority of them aren’t. It’s a bit like a treasure hunt –  most boards list other boards, until you’re logging into boards all across the continent, tracing contacts back to your own area.

The scene itself is dominated by middle-class teenage boys, and the level of pretention is high. Bragging is the accepted form of socializing, and most users are hacker wannabes, with little command of Unix or anything else. It’s all about adolesent power, and boy does it show.

Shadowy figures that they are, hackers have a reputation for being malitious. I have been asked more than a few times if hackers have the powers the mass media would make them out to have – like the ability to somehow take money out of your bank account, get your phone disconnected, and so on. Sure, some hackers I know can do these things – but not with a computer and a modem. 

As far as bank accounts go, lines used by banks to transfer data are dedicated, shielded, and encrypted; war dialing (automatically calling all numbers in a particular dialing enchange) won't get at those. The one skill which many hackers and phone phreaks do have that might pose a problem is what they call social engineering. In the old days, I guess they would have called that “fast talking” –  being able to sound convincing and so on. For example, someone could pretend to be you and call up the phone company and say they want your phone disconnected on such and such a day. This and many other awful things happened to a Newsweek reporter who some hacker-types considered overly critical.

Phreaking is something else altogether. In basic terms, it’s the art of understanding telephone technologies well enough to use the system without paying for it. Using someone’s calling card number without there permission is not considered phreaking, and rightly so.

At one time phreaking was a semi–respectable activity among hackers; there was a gentleman’s agreement that phreaking as an intellectual game and a form of exploration was okay, but serious theft of services was taboo. 

Short of becoming part of it yourself, the best way to keep up with what is going on in the underground is by subscribing to the emagazine Computer Underground Digest, or CUD. It’s weekly and always a fun read. To subscribe, send a one-line message:  sub cudigest <your name>. Email LISTSERV@uiucvdmd.bitnet or LISTSERV@vmd.cso.uiu.edu. And I strongly recommend Bruce Sterling's The Hacker Crackdown, which came out in 1992 and is now available in paperback and as an ASCII text file on many systems. Many “underground” bulletin boards also have a wealth of text files detailing many of the events in the underground in the past decade.

Philly Mac Warez Scene Dies Slowly… TC  "Philly Mac Warez Scene Dies Slowly…" \l 1 
The following transcript is from Exferno IV - probably the largest Macintosh pirate BBS on the east coast.  Complete with a CD-ROM drive, tape carts, and several megs of hard disc storage, Exferno was the most loaded warez board in Philidelphia. But no more. What follows (courtesy of warezwolf JetJaguar) is the post from the sysop explaining why he was pulling out of the scene.

The Cuckoo's Egg TC  "The Cuckoo's Egg" \l 1 
First in an article entitled “Stalking the Wily Hacker,” and later in his book The Cuckoo's Egg, Clifford Stoll detailed his experiences trying to track down someone breaking into a system at Lawrence Berkeley Laboratory in California, where he worked.

A 75-cent discrepancy in the Lab's accounting records led Stoll on a chase through California, Virginia, and Europe to end up in a small apartment in Hannover, West Germany.  Stoll dealt with many levels of bureaucracy and red tape, and worked with the FBI, the CIA, and the German Bundespost trying to track his hacker down. The Cuckoo's Egg is a good read – I recommend it.

Computer viri and Trojan Horses TC  "Computer viri and Trojan Horses" \l 1 
A computer virus is a computer program that can infect other computer programs by modifying them in such a way as to include a copy of itself. A program does not have to perform outright damage (such as deleting or corrupting files) in order to be called a “virus”. Many people use the term loosely to cover any sort of program that tries to hide its function and spread onto as many computers as possible. A Trojan horse is a program that does something undocumented which the programmer intended, but that the user would not approve of if he knew about it. According to some people, a virus is a particular case of a trojan horse, namely one which is able to spread to other programs. 

Unlike biological, real-world viruses, computer viruses are made by people, often teenage hackers with delusions of grandeur. In the PC world, there are a huge number of viruses floating around. The Macintosh world has many fewer viruses. Writing viruses is considered a challenge by some. Regardless,  these software “pranks” are very serious; even the least harmful of viruses could be fatal.  For example, a virus that stops your computer and displays a message, in the context of a hospital life-support computer, could be fatal.  

There are many commercial, shareware and freeware anti-virus utilities available. For the Macintosh, Disinfectant (current version 3.4.1) is completely free and the best anti-viral utility out there.

The Internet Worm TC  "The Internet Worm" \l 1 
On November 2, 1988, Robert Morris, Jr., a graduate student in Computer Science at Cornell, wrote an experimental, self-replicating, self-propagating program called a worm, and let it loose into the Internet.  He chose to release it from MIT, to disguise the fact that the worm came from Cornell.  Morris soon discovered that the program was replicating and infecting machines at a much faster rate than he had anticipated – there was a bug in the worm.  Ultimately, many machines at locations across North America either crashed or froze-up. When Morris realized what was happening, he contacted a friend at Harvard to discuss a solution.  Eventually, they sent an anonymous message from Harvard over the network, instructing programmers how to kill the worm and prevent reinfection.  However, because the network route was clogged, this message did not get through until it was too late.  Computers were infected at many sites, including universities, military sites, and medical research facilities.  The estimated cost of dealing with the worm at each installation ranged from $200 to more than $53,000. 

The program took advantage of a hole in the debug mode of the Unix sendmail program, which runs on a system and waits for other systems to connect to it and give it email, and a hole in the finger daemon fingerd, which serves finger requests (Finger).  People at the University of California at Berkeley and MIT had copies of the program and were actively disassembling it (returning the program back into its source form) to try to figure out how it worked.

Teams of programmers worked non-stop to come up with at least a temporary fix, to prevent the continued spread of the worm.  After about twelve hours, the team at Berkeley came up with steps that would help retard the spread of the worm.  Another method was also discovered at Purdue and widely published.  The information didn't get out as quickly as it could have, however, since so many sites had completely disconnected themselves from the network.

After a few days, things slowly began to return to normal, and everyone wanted to know who had done it all.  Morris was later named in The New York Times as the author, though this hadn't yet been officially proven.

Robert T. Morris was convicted of violating the computer Fraud and Abuse Act and sentenced to three years of probation, 400 hours of community service, a fine of $10,050, and the costs of his supervision.  His appeal, filed in December, 1990, was rejected the following March.

ELECTRONIC OUTPOSTS TC  "ELECTRONIC OUTPOSTS" \l 1 
Coalition for Public Information TC  "Coalition for Public Information" \l 1 
The CPI is a group supported by the Canadian Library Association, with the objective of making the coming information superhighway open, accessible, and affordable. For more information, email sskrzesz@jullian.uwo.ca.

Electronic Frontier Foundation
 TC  "Electronic Frontier Foundation
" \l 1 
In the US, there’s an organization called the Electronic Frontier Foundation. For details about EFF membership and services, email membership@eff.org.

The Electronic Frontier Foundation (EFF) was established to help civilize the “electronic frontier” – the Cyberspacial medium becoming ever-present in today's society; to make it truly useful and beneficial not just to a technical elite, but to everyone; and to do this in a way which is in keeping with the society's highest traditions of the free and open flow of information and communication. 

The Usenet newsgroups comp.org.eff.talk and comp.org.eff.news are dedicated to discussion concerning the EFF.  They also have mailing list counterparts for those that don't have access to Usenet, eff-talk-request@eff.org and eff-news-request@eff.org.  The first is an informal arena (aka a normal newsgroup) where anyone may voice his or her opinions.  The second, comp.org.eff.news, is a moderated area for regular postings from the EFF in the form of EFFector Online.  To submit a posting for the EFFector Online, or to get general information about the EFF, write to eff@eff.org.  There is also a wealth of information available via anonymous ftp on ftp.eff.org. 

Also, get a copy of  Stanton McCandlish’s list of online activists, “Outposts on the Electronic  email mail-server@rtfm.mit.edu with the command “help”.

SHAKING THE TREE: FreeNets and Community Computing TC  "SHAKING THE TREE: FreeNets and Community Computing" \l 1 
The large commercial networks, while providing for access to global resources, defeat the uniqueness of each local community as they concentrate their efforts on broadening their markets and increasing subscriptions.  The vision of Community Computing is to defend our regional distinctions and create a new resource for information and services...


- Jim Burns ,Chair, Victoria Community FreeNet Development Committee

h9305@vicvx1.vic.uh.edu


Victoria, Texas

With the Internet growing so fast

Free and community media are controlled and produced by people in a community who are motivated by factors other than making a profit. Free media takes many forms, including radio, television, newspapers, magazines, and bulletin boards.

Check out NETWORKS and COMMUNITY, an e-newsletter project of  FutureData, a partnership of researchers and research system designers. Back issues are archived at the WELL (gopher gopher.well.sf.ca.us/community/civic/nets.../networks & community), and the National Library of Canada (gopher gopher.nlc-bnc.ca).

FreeNets TC  "FreeNets" \l 1 
A FreeNet is an electronic community centre, public square, and information fair – a computer-based information service created to meet the information needs of the people and public agencies in a particular region. FreeNets are not-for-profit, and free to everyone in the community.

By dialing into a freenet, members of the community have a free, twenty-four hour connection to information, and can interact with any of the participating organizations. A freenet also provides contemporary communication services for information access and exchange, preparing the community for full and broadly based participation in rapidly changing communication environments. 

Rather than each community agency trying to develop and maintain its own expensive, single-service telecommunication service, each is part of the freenet.  It’s a shared platform with each organization having a large, dedicated space on the system and autonomously determining how it is used.

Who pays for a freenet? The costs of operating such a service are relatively modest, and covered by grants, donations, and fund raising.

The Cleveland FreeNet was the first of the series of FreeNets. Originally an in-hospital help network, it is now sponsored by Case Western Reserve University, the city of Cleveland, the state of Ohio and IBM. It uses simple menus, similar to those found on CompuServe, but organized like a city, like this:

          <<< CLEVELAND FREE-NET DIRECTORY >>> 

            1 The Administration Building

            2 The Post Office

            3 Public Square

            4 The Courthouse & Government Center

            5 The Arts Building 

            6 Science and Technology Center

            7 The Medical Arts Building 

            8 The Schoolhouse (Academy One)

            9 The Community Center & Recreation Area

           10 The Business and Industrial Park

           11 The Library

           12 University Circle

           13 The Teleport 

           14 The Communications Center

           15 NPTN/USA TODAY HEADLINE NEWS

          ------------------------------------------------

          h=Help, x=Exit FreeNet, "go help"=extended help

The Toronto FreeNet TC  "The Toronto FreeNet" \l 1 
Toronto will soon have it’s own FreeNet. 

Think of the Toronto FreeNet as a large on-line encyclopedia about Toronto.  We place information on a large, dedicated computer, hook it up to the city's phone system, and make it available seven days a week, 24 hours a day, to the general public, free-of-charge.  A FreeNet is capable of supporting hundreds of users simultaneously, but the number of local users that can simultaneously use the FreeNet depends on the number of phone lines that we have running into the system.

Information providers are organizations that give us information to place on the FreeNet. Information providers and other volunteers are the lifeblood of a FreeNet.  They work together to keep the information on the FreeNet up-to-date, and they ensure that the information keeps pace with the community's information needs.  Free- Nets invite information providers from all sectors of the community to supply information for placement on the system.  In cooperation with other volunteers, information providers generously donate their time and effort to maintain and update their information on the FreeNet.

Using a computer and a modem, anyone in the city will be able to connect to the Toronto Free- Net and view our databases, as well as communicate with the participating organizations. If you don't have a computer and a modem, there's no need to worry.  We plan to have public access terminals located throughout Toronto.

Information providers can be community and professional associations, clubs, charitable organizations, the government, and educational or service institutions - any entity that wants to communicate information to the general public. Every participating organization will be given a dedicated space on the system to post its information.

The mandate of Toronto FreeNet Inc. is to provide the residents of Metropolitan Toronto with free, electronic access to community-related information, while giving information providers a means to disseminate their information as widely and as economically as possible.

The Public Library Analogy

FreeNets are destined to become as important an institution as the public library.  It is hard to imagine a community without a public library.  In the near future, community computer systems will become just as commonplace.  In fact, FreeNets are modelled on the same principle as public libraries.  They provide information to the community, at no charge to the user.

Historically, libraries were privately owned and access was restricted to special classes of society - the wealthy and elite, scholars, and university students.  The last century has witnessed a shift in the role that libraries play in our society.  They have become free, open-access facilities, performing a vital service to the community, serving people in all classes of society, and from all walks of life.

In the same way that libraries were once the domain of the rich and elite, use of information technology has historically been confined to certain groups in society.  The penetration of computers into the home and office and increased computer literacy have provided an opportunity for community computer systems to flourish. FreeNets bring information technology within reach of all classes in society, and they don't charge for their services.

At the time of this writing, there are 19 other FreeNet systems in the world.  FreeNets have been established in Canada, Germany, the United States, and New Zealand.  The first community computer system was launched in Cleveland, Ohio in 1986.  Three years after its opening, the Cleveland FreeNet was handling between 500-600 calls every day on ten incoming phone lines.  Today, it has over 120 phone lines, serving more than 36,000 users and handling over 11,000 calls a day.  FreeNet systems are also operating in Colorado, Illinois, Ohio, Missouri, Montana, New York and Florida.

The first Canadian FreeNet was established in November, 1992 in Victoria, B.C.  Shortly thereafter, the National Capital FreeNet opened in Ottawa.  Within six months of its official opening in February 1993, the National Capital FreeNet has grown to 9,000 registered users and over 50 incoming phone lines.  Calls to the National Capital FreeNet top 16,000 a week, and applications for membership are being received at a rate 50-100 a day!  The third Canadian Free- Net, the CIAO! FreeNet, was established in Trail, B.C. in late 1993.

There are presently over 50 other FreeNet organizing committees around the world, and more are forming every month. Toronto is one of over ten Canadian centres planning FreeNets for their residents.  Edmonton, Alberta; Elliot Lake, Ontario; St. Catharines, Ontario; Thunder Bay, Ontario, Saskatoon, Saskatchewan; Prince George, B.C.; and Vancouver, B.C. also have formal FreeNet Organizing Committees.  U.S. cities planning FreeNets include Anchorage, Alaska; Charlotte, North Carolina; Dallas, Texas; Honolulu, Hawaii; Providence, Rhode Island; Seattle, Washington; Oklahoma City, Oklahoma; Detroit, Michigan; and Washington, D.C.

There is no membership fee, and there is no charge to access any of the information on the Toronto FreeNet or to use any of its services. Use of the Toronto FreeNet is completely and absolutely free.  A basic premise of the FreeNet concept is that users not be charged to use the system.  We expect to receive funding from businesses, the government, community associations, and individuals.

How Do I Become a Member of the Toronto FreeNet?

In order to have full use of the facilities on the Toronto FreeNet, users will be required to complete and mail a registration form.  There is no fee to register, except for the cost of a postage stamp.  The registration form will be available on the FreeNet itself, as well as at public libraries across Toronto.  Anyone will be able to access the Toronto FreeNet as a guest, and look around, but only registered users will be given an account, and allowed to use all of the services on the FreeNet.  When you register with us, you become a member of the Toronto FreeNet. You'll be assigned a personal account name and a password.  An account is necessary in order to send and receive electronic mail.

To give everyone an opportunity to use the system, all users will be subject to a limit of one hour on their FreeNet session.  However, there is no limit on the number of sessions that a FreeNet user can have on any given day.

Anyone with a computer, a modem, and a telephone line will be able to access the Toronto FreeNet by dialing a central telephone number in Toronto.  The Toronto FreeNet will be menu- driven.  Once you connect to the FreeNet, you'll be able to move around the system by selecting options from menus on the screen.

Each FreeNet is run autonomously, but all Free-Nets are affiliates of the National Public Telecomputing Network (NPTN), based in Cleveland, Ohio.  The NPTN distributes the software needed to run a FreeNet, provides support to existing FreeNets, and promotes the development of community computer systems. The NPTN also organizes an annual meeting, which brings together representatives from all its affiliates.  The term "FreeNet" is a registered servicemark of the NPTN, so only affiliates of the NPTN are allowed to call themselves a FreeNet.

FREEMEDIA: A model for community control of media

Community Radio TC  "Community Radio" \l 1 
There are a couple of organizations you should go to. First, the World Association of Community Radios (AMARC) is an international NGO. Email bruce.girard@devcan.ca for information about AMARC.

In Canada, community radio in English Canada is represented by the National Campus and Community Radio Association. For info, email NCRA past president Jeff Whipple at jwhipple@web.apc.org.

Pirate Broadcasting TC  "Pirate Broadcasting" \l 1 
A cynic once said that freedom of the press belongs to those who are rich enough to own the press. As annoyed as one might be about mainstream media, there are forums for expressing political and other opinions which may be outside the mainstream. However, information about clandestine radio has to be kept available in the unlikely event that such opinions are suppressed by government. 

There are a couple of good sources of information about pirate radio techniques: The Complete Manual of Pirate Radio by Zeke Teflon is a good starting point, available very inexpensively in alternative bookstores.

Available on some p/h boards is The Hitchhiker’s Guide to Operating a Pirate Radio Station, an excellent intro to clandestine broadcasting.

THE FUTURE… TC  "THE FUTURE…" \l 1 
The Information Superhighway TC  "The Information Superhighway" \l 1 
The Information Superhighway, or Infobahn, is an idea of a new way to distribute information electronically. Right now, telephone lines are limited mechanically to how much data they can carry at a high speed; telephone technology was not designed to handle computer data. The Infobahn would be a new backbone for communications, using fiber optic technology instead of copper telephone lines.

In a lot of ways, the Superhighway is a great deal of hype with questionable substance. People in the telephone, cable, and computer industries use the term to describe a range of new services, focusing on interactive video and computer technologies, which they would like to offer. How and what these new services will be is not yet clear, nor do we know who will be able to access them and at what cost. 

The Infobahn is not the Internet. The Internet already exists.

What is virtual reality? TC  "What is virtual reality?" \l 1 
Virtual reality is using computer simulation technology to create a virtual world with which you can interact. 

What will VR be used for? Opinions vary, though entertainment and medical applications are the two most likely uses. At this point, VR technology is still in it’s infancy, and it is likely that the useful VR of the future may look nothing like the goggles ‘n gloves interface and chunky graphics we have now.

What is digital radio? TC  "What is digital radio?" \l 1 
Digital radio (or DBS) is a planned radio technology which will broadcast radio signals digitally. It is planned to replace both domestic AM and FM broadcasting. DBS will provide CD quality sound, with no fading or interference to the receiver. 

A standard for DBS has yet to be decided on in North America. Many American broadcasters would like to see an in-band system, which would exist alongside existing broadcaster. Many Canadian broadcasters (including the CBC) hope to see a system with allocations in the UHF band, and the capability for direct satellite broadcast.

APPENDIX A: Hacker and “underground” bulletin boards TC  "APPENDIX A: Hacker and “underground” bulletin boards" \l 1 
There are a number of strange and amazing boards out there, some in the Toronto area. The following list is of boards which are okay about having their number posted on mainstream boards. There are hundreds of boards like these in North America, but they come and go rather quickly. There is no guarantee that any of these boards will be up at the time of this writing.

Once you find one and ask around online, over time you can find information and files about topics you might be interested in.

Demon Roach Underground - modem 806 794 4362 - This monarch of p/h boards has been around for years. To log in, type THRASH. I think the new user ID is FEAR, but I can check on that for you if it doesn’t work.

Lunatic Labs - modem 213 655 0691 - Another board that’s been around forever. 

MindVOX - modem 212 988 5030

BodyElectric - modem 916 673 8412 -This is a very cool board located in the home of the Gold Miners, Sacramento, California. Loads of odd text - my first call there prompted a call from Unitel asking me if I had actually called it or not. Of course, I denied it.

Nostalgia - modem 206 747 9847

Private Idaho - modem 208 338 9227 - This board is a bit of a legend after several articles about it in Mondo 2000. It is home of forbidden shareware like Mormonoids. Pretty much trailing-edge forbidden knowledge, but trailing-edge is cool.

Ripco - modem 312 528 5020

Temple of the Screaming Electron - modem 510 935-5845 - Filled with text, an amazingly loaded board.

COPYRIGHT NOTICE TC  "COPYRIGHT NOTICE" \l 1 
This document is compilation copyright ©1994 by John Stevenson. All rights reserved. Material quoted from other authors was compiled from public Internet posts by those authors. No copyright claims are made for these compiled quotes.  

We ask for no money, but please give credit when quoting information in this document. Unmodified copies of this document may be freely copied and distributed electronically, and may be uploaded to nonprofit BBSes and ftp sites which allow anonymous login. This document may only be uploaded to commercial online services with the express permission of the editor.

For-profit distribution on physical media, including but not limited to paper, floppy disk, and CD-ROM, is prohibited without written permission. Explicit permission is granted to nonprofit user groups to distribute this document.

This document contains the names of trademarked products and services. The trademarks are the property of their respective owners, and are used here only in an editorial capacity.

This document is a volunteer effort. Every attempt has been made to provide accurate information, but the author and contributors accept no responsibility for actions resulting from the use of this free information. The user of this information assumes all responsibility for damages, loss of information, loss of time, and cost of repairs. 
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